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TERMS OF REFERENCE

1.YEAR LICENSE OF ENDPOINT PROTECTION
(ANTI-VIRUS)

Background:

Ihc ()fficc 6f t[c Solicitor Cerrt'ral (t)SC) is st'ckirtg to repl.rce its Iintlpoint
l)rotcction (Arrtivirus) su bsL liPtittt.t for thc iisc.ll vear 2()23 for clltlprrillt sccuritr

.rntl protcctior.r .tllaitrst crrrtrPrrtr.r l'irust's.rtrtl m.rlrr'.tre .rttacks to c()pt'\\'ith thc

chalrgi Itg tlrrt'irt oi enr.l 1.roi Ilt .l tLlcks.

Obiective:

'l'o 
1'r11r1-p1'.'.rtr,,l itnPlct.trctrt cotl irrchclrsivt' ('ll(lP()itlt Pr()tceti()ll soltttitttrs

krr thc vr'orkst.rtiotrs oi thr' ()SC itt ortler t() salt'!]tl.lrtl ag.ritrst cr lrcrsccurit|
thrc'tts, cltsurc tlata integritr'' 'rtrr'l nraitrt'lit-t ultillterruPte(l lrusitlcss opcratiotts'

l'his preir.cl irttolves purchasirlg lic('nsos ior tlrt' Iirtr.lpoitrt I)rotcctiol.t (Atrti-

Virus) sutrscril-rtion to Lrc tlcplovcrl t0 tltt'crlrrrPutr.'rs. ttl sert'crs of tlre oftice.

Ternrs:

l. .q{?1,{'. - SuPl'rli .rlrtl tlclivt'rv of cight hunr-lrctl (tl()0) 1-Year l-icetlsc

oi Ilrrtll-roin t Prrtt'ction (Anti-Virus)

2. AIj( . - Iht' Apl'11ri f il []utl;iet ftrr tt'tt'Cotrtr're t ('\l]( ) is Ont' Million
and Five Hundred Thousand Pesos (P1,500,000.00), inclusiVe of all sor t'rnnre r.tI

tares, chargr's .rnrl ()tltel' sht trrla rtl tccs.

ICTSUBSCRIPTION

I I l:Il
(800) 1-Year License of Enrlpoint
Protection (Anti-Virus)
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ll l(),ll(l0 ll{)

.TOTAI, P 1,500,000.(x)
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3. l)r'1ii trrrh/r's

Hiliht hurrtlretl (l{()(}) lir'enst's of t\rdPoitlt fr(rLccti()l'l srrlutitrtr" r'alir.l

lirr 6 11111'1 .,,,r 11 \'('ar) tirr hst.r'iPti(rtr lrr'rtt', tltt'tlatt'tri inrl.t Il.r t irrtr atrtl

r,lo[rltrt nretrt.
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[r. I)ror.ir.lt'a terhnical p(,rs()r] t() nsi'ist ilr urrinst.lllirrS ()SC's t'ristinli
en!lp()i1rt Irr()t(\ ti()r.l solutiotr .rnti irrsLrllinli tlrt'1'ro1'trst'tl srrlutitrtt.

Prrrr i,,lt' tcehnir'al trairrinl3 t(t ('\lS sLriI itr atlnrinistcrirtli tltc
pr()p()sc(l crtr,lprrint pr(.,t('( tiorl solu tirrn.

Dcliurv:

a. All itcms should L't tlclivcretl u ithirr 3() tl:rvs ol rcccipt oi the
Noticc to Procecd.

b. ['rovitlc trrrinitrg c()\'crin!] esst'rtti.rl items for c()rrcct usc (ttl(l

tl.rr'-tt>rla V atl nr in istr.t tion.

Irainiug nr.ltcri.rls, pro(luct guitles, .utrl el rru ttte Itt.t t iotr
slrtrultl lrc availalrlt' onlirte.

rl. lVIust [,c rkrrtc rlurirrg lrusirrt'ss lrours

I ltc r'oursc ()utlinr' sh()ul(l [r1' Prt'st'tttt'rl.

f, Iraining r)1ust bogin up()n dr'pl()\'nlertt \\'itltirt tctt tl.rvs of
solutior.r tlclivert tlnrl rnust lre c(x)r(linatcrl rlitlt CIvlS. lhc
CN{S rvill provirlc certificatiorr for tlclivcrl atrr.l trairrirtg
ctlr.r'rplctiorr.

5. l-irttitrd l\untrlrl - I-hc Antivirus Solutiorr rvill m.rinLrin thc usabilitv

of thc Antivirus [)rotluct tluring thc Sutrscrilrtiort Pcrio,.l through regul.rr u]rrlatcs

.rntl upgr.rtL's sutrst.rrrtiallv in .rccorll.rnce u'ith tlre tlocu ntcnta titrtr of thc solutirrtt

;rrov itlctl.

6. (,ririrrurlt( tntd Sdt(dub o.l' Pntlnrttt. - Io gu.rr.rntcc thc 1'reritlrnta trce

bv thc n'inning Lritltlcr of its obligatiotrs utrtlcr the cotrtract, it shall post a

per[()rnlarlcc sccuritt lrciore thc signirrg of thc contr.rct. TIrc f-rcriornrtrrrcL'sccuritl

shall bc in.rn amount rrtlt lcss th.rn thr'rc(luirc(l pcrccrlLrgc of tht'krLrl c()11tr.tct

pricc in alrv oi thc follou'ing torrns antl in.rccord.tnco rvitlr thc iollorving schctlulc:

I



Form of Performance St'curity Amount of
Performance Sccurity

(Not lcss than the
required '1,i, of the 'l'otal

('ontract I'rice)

Statement of
Compliance

) ('ash or cashier'y' manag,cr's chcck
issrred by a Universal of ('ommcrcial Bank.

5",,

b) llank draft/ guarantec or irrevocablc
Ictter of crcdit issued by a Univcrsal or
('ommcrcial Bank; Itozt r'r,rr, it shall be
confirmed or authcnticated by a Univcrsal
or ('ommcrcial Bank if issucd by a foreign
bank.

5",,

c) Surety bond callablc upon dcmand
issucd by a surcty or insur.rncc conPany
duly ccrtified by thc Insurancc
('ommission as authorized to issuc such
sccurity.

30" ,,

I c:,tns oj llcfi,r,ttrtt'
1-l'trr Litotsa of Ltrdyoint l'trth tlitttt l.'lttli-l'irur)

l'l:I(MS OI; I'AYMIN I'

Supplit'r.llll(\'s t() $1'p.1i1l !.11'q'i ()I1 (r [rrollrossi\'('ltillitll] schornt"rs

iollorr s:

l',t1it' 3

Statement of
Conrplianct'

\\'ithin thirt\' (3()) clavs fronr rrrrnplt'tiotr oi tlrt' tlt'lir t'rr
.trtr'l issu.rrrct' rrf thc lnspt't titrrr atrcl ,'\ect'l rta t tt-t' Rt'Pcr11

bv tht,(XiG.rnd subntissi(nr oi.rll other l('quir('(l
(l(\.unlr,nts - q5 ,, rr[ tll(. a(rntr.rr t l)ria(,.
()nt' (l) r't'.rr frour the issu.trtt't' of tlrt' Irrslrot-tiotr antl
,'\cct'l.rt.rnL-l' [lt'Po11 [''1. the OSC - 5",, o[ tht'trrltttacl
price.

All bid prices shall be considered as fixed prices, and therefore not

subiect to price escalation during contract implementation.

a. 'l-lre su1.rpli1'1 shrrulrl t.rt'.lulv autltr',rizc.l to provide, sq'|1, ('1rrrIi11urc,

.lnd suPP()rt thc clrrlPoir.tt Pl()toali()r1 l,ro.lttt t it interlds k) ()llr'r.

[.. Ihc bitLlt'r nrust lr.rvc.()nrPlot('(1, rrithin tlrt'last thrct (3) r'cars

f rrrm thr' tlatr' oi sut.rmissiorr atrtl rrte iPt rtf .rt Ltrst orrc ( l) sinlilc
crrntr.lr't rrl sir.uilar tt.tturt'.tnlttttttinll to at lt'lst fiftv pcreent (5t)",,)

o[ tht' ,,\BC; or tht' prp5Pq'1'1ivt' tritlel,'r shoultl havc ((]rllPl('t('(l .lt
l(..1st [t\'() (2) similar ctrrrtr'(r.ts, ntlLl tlrr'41111rt'gate trrlrtrdct .llll()urlts
shoultl ho eeluivak'trt kr at lcast liftv Porc('nt (5()'\,)trf thc .'\B(. arr,-l

.l

I

7. Qt utli.fitrttious o.l' llt( 5upplicr'
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tht, larlit'st ,.rf thcst'sinrilar c(tlrtraats nrust lrt't'quival('nt t() nt l(!tst
half o[ thr fiftv pg11'911 (5()",,) rrt thc .\l]C.rs rcquirr'(i.

I ht' l.ritl,.lL'r shall sutrnrit a \'.rli(l .in(l curr('r1t (-('rtili(.rt(' ()l

[)istribu t( rrship,/ l)t'.r lt.rsh iP/ [it'st'llt'rs (rf th(' [rr()(lu(t l)oitll',
olicrr.d. issut,rl lrv tl.rt, [rrirrci]ral or nr.r n u f .rctu rt'r oi tlrc prorlut t (ii
thr.. bi,.lrlt,r is not lht tlatrufat-turt'r). lI not issuctl l'rv tho
nranu[acturel, th('\' r]rust alsrr sutrrtrit a et'rtiIicatitrn/tltrr.urttcttI
lirr kir.rg thr' l.ricltlor to tht' nranu lactu rL'r.

rl. Ilrt. l.ritlrk,r shall harr'.rt l(Lrst ()r'r(, (l) I.t'rstrnrrcl t() sulrP()rt lhc
solution offt'rr'cl rtith .l nranur(t( tur('r ('t'rtifica tiolt. \lust prtrvir,lr.' .r

ct.rtiiit'.rte as l.r.rrt oI tt'clrrric.rl rt'tlu ircnrt'rr ts.

[)urin13 eontract irnplt'mt'nta t ion, thc l,itleL'r/supFIi('r llr.rst ('r]sur('

thnt it r'(.rnains an .rutlrrrrizt'tl (listribut()r, rt'st'llt'r, ttr [r.lrtrt('r [()

nr.lint.rin sairl l-ictnsr. Soitrr'.rrr'. Supplr5!' tlrt' [ritlrlt'r/:'uf plit'r
('n11l1(tt m.rinLlill its (listril.tuk)r, rr'sr'llr.r, r'r P.lrtn(,r:'hi}).rllr'('('r'nr'r1t
u ith tht' \lanu iactu rrr/ Prirrci|.r 1. In lhat cast', this mar s('rvr' .l:!

llrolln(ls/ r('(ls()r'r for tlrt'tt'rnrinati()n ()i its ((n]tr.l(t r!ith ()SC.

i. .[hc 
sul.rPlior tnust [x' ablt' trr L'st al.rtt' [rrorluct tt'thtrical issut's

ri irt'ttlv u ith th(' ('n(l p()iltt Irr()t(\'ti(lt scrv ice lrtovirlt'r.

g. ..\llcosts rtt'e('ss.rrv l()r the supPligl trt iuliillits trl,litFtion tt,,'lt'livL'r
.rrrrl tlt'pkrr' ('ndFoint pr()t('( ti()n (srr[trlarr', harrln arc, t'tc.) shall trt
incluclt r.l in tht' iilrancial pr()p()s.rl.

tl. Appli6;rblc Provisions oi thc Govt'nrnrr'rtt I)r()curcrrcrlt l<etortrl Act
(RA No.91ti{) antl its Rclisctl lmplemr:nting Rult,s arrtl llcgul.rtiorrs (ltlRIt) shall
ilrrm part of tht' It'rrtts o[ Rc[cruncc.

Technical Specifications:

.Ihc 
srrlutirrn shrrultl lravc pr()tr'.ti(m lrast'tl ott

silin.rturr sc(uuirlll antl lrr.'ulisti,. analvsis
.tlltit'tst \ trus(':', 1\'() ll\, Ir,,l,ttts, sPt rr art,
.trlu art', ligq llrligt'rs, rtrrtkits,.rntl othor Lr pr's oi
nraIicious soItrr'.rrt'.

. \ r.rti-nr.rlrla re
5ht,ultl har.r',.'rnpl()\'c(l thc tr.r(liti()n.r I st atrrrittll
nr,..thotl rr lrt'rr, st-.rttttr'tl r'orttt'rtt is nratr hr.'tl

irrst tht' si Iu r(' rla t.1h(l \(,
\\'ith a scparate larr,r .,i px)to.tiort nl'.lilrst
[rr.trt.l ttt'rr', ul](l()(unlr'r'th'(l thrt'ats trsitrl',

ht,uristit allirrritl.trns to rlr,tt,t-t nralrvart' lras,.'tl
()n bohdv i()rn I r:hnr.).trristi.s

I I l:Nl SPECI I'I('AI'IONS Co\,PI IA\('I:

Specific Requirements for Endpoint Protection (Anti-Virus)
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Alrll' trr,ruhrnratit',rllv sr't tlrr., sr-atrtritrl', t'trgirrt's

| ,., h,',r ( r('.rtirril srturit\' .tllotrt F(l( kni{('s
I artrrrtlitrS t(\ tltu otr(lP(l![s ( ()l]l i8u r.r ti(nl

(-uskrmizalrlc sr-.ln r'nt',in('s, ht'in1', .rlrlo t() ( ll(r()sL'

bt'trrr.'ctt s('\'t'rdl sc(ttltlitlll t('cllnol()gi('s:
I . I.oe al 5t-.ttr

l. llyt.'ritl Si21 rlit| liglrt l:rr1',int's
l. (-t,trtral Statr in Puhlir' trr' ['rivatt' ( lolttl
-1. Ct'rrtral r..an 1['uhlir' or I)rivatt' Cltrutl

scantritrl,, u'ith Str-uritr !'t'n t'r) u'ith
fall[.'ack. on l-o,.'.rl 9an (l]ull l:rr1lirrr's)

Cr'ntral Statr ([)ul.rlic or' [)rivatt'( krutl s(()nnit)l',

rrith i.e uritr'St'rvt'r') u'ith f.rlll'ack. Lrn I lr bri,.l
!t arr (l'ublic Ckru,.l u itlr l.iglrt Iingirrt's)

Shoulcl t,t' .r[.lt, ttr suPP()It (l u.t l-('l ll' it1('

se.urtinll tlh('r(' thL' i.rl ltrack trrlli rr,.' rr' i l l ['t' ttst'el

ii tlrt'first t'rr11itre is u rra va il.rl.'lc.

I lrt' srrlu tions sltou lrl l.rt' ablt' to a tt to-rltt a t alrtitrc
rrr autrrclcletc ielt'rrtiliorl nt.tlrlar..' u ithrrut t'rrr.l-

ust'r itrtr'ractiotr.

Carr tontirturruslt motritor rurrtritrll llr()(tss('s
anrl 1l'atlt' susPit-ious trt'havit,rs sut lt .ts

ntt('ntPts to: tlisliuisr.' tlrt' tr'1rt' oI P11r1g55,
('\e(-ut(, (()d(' itr anotht'r Pro(('ss's s[r.rct' (hiiatk

Pr()(.('ss lll('lll()l ) [rrr Pr'1' l1'1't' L'st alatitrtr),
l('Plia.rt(', tlrrrl, fil,.'s, hitlc Irorl ]rr()( ('s:'

(,nurll('r.lti(ilt nPPli(.t ti(n]s, t'tr-. I:at ll stts[.rit itrtlt'
t-eha\'i0r raist's tht' Pt1)(('s\ l..lti11i'. \\'lrt'tr a

thllshol,.l is rtrcht'tl, an al.rrlrr is tliggcrt'tl.

Allr'.rnct' I h rt'.r I

Ctrntrol
Slrou ltl t oltt.ritr .r

It'arnin1l mtr.lr'ls att
t-

[)r'si1',rrr,.rl to tlt'trtt .trlr'.tttr.'t'tl .ltt.l( ks .ln(l
su:,pi( i()Lrs n( ti\ itit's in tht' Pr('-c\('ctlti()tr st(tlll'.

rttl inrPlL'nrt'trt tnat hil.tt'
tl str..rlth .rttJ( k (l('t('( tir)l'I

11'1[61rlrr1ir' .rg.linst tl]r(,.rts su.h .ts zt'rtt.la]
att.rcks, ar.lr.rnct'tl }.rt'rsis tt'r.t t thlt'ats (r\[)l),
()lilusa.lt('Ll m.ll\\..rr(,, lilt'lt'ss atta,. ks (ttrisusc oI
J'rru'r'rShcll, \\'irrrl()u's \ la tralit'nretrt
Ilrstrulntnt.lti()n, ('t('.), er('d('rltial stcalinl',,

tarl',r'tt'r,l atLteks, r-ustonr nt.rlrvat't', sal'ipt-b.ls('(l
attacLs, t'r1'loits, hackinli kxrls, suspititrus
rletrlrrrk trafIrr-, pott'trti.tllv uttu'.ttttt'rl
a1rPlicati1r111; (['U,\), rarrst'rtrr.tlt'.

Catelrts tht' latt'st t'r[,ltrits itr rc.ll-titnt' alrtl
mititl.ltos tt.l('rn()r\' (()rrupti()11 r'ulrror.rtrilitit's
that (nn ('\'.1!lc trtlrt'l stcuritV solutitrtts.

Ilas a Prtr.tetivr' tr'clrnololi| thnt sk)lrs l('r(Frl.lv
att.rt-Ls rarriccl trut thr('ullh olasivt' t'rFloits

['rrr'r'crccl l.rr' \lachinc l,(Lrrtlill!1 tt'chnolLrlir'

. \ tr t i-r.,x 
1.r 

loi t

I
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I)ctctts erpkrit nr(.th(xls .tttrl Protttts tlrt'
I1!,p]()I1 sp.tft' 61 l-rrprtst,] s, (l()( u ll't(,ltt r ir..rvr'rs,

m('(li.l FI.rver:', atrd of iirl npPli(Jtions.

Corrtrols .rFplic.lti()ns' (tc((',is t(i thc tr,.'tu'rrrk
arrr,l to tht. llrt('n lct.

.\r t t'ss is au trrtla tie .rllv allorvt'r.l l()r d

('()r.npr('hr,n:,ivr. r-l.rtahast' o[ knr rrtn, k'lii tinratt'
.l lii.r tir rrrsF ircrlall

Contcnt ( rrn trtrl

Nt'trtrrrL a tt.tek
r.le i,.'nse

I)t'r ir'L' ( ortrrrl

I:trr rr pti1r11

Seeu ritv for
lirt hangc

'I he fircrtall carr pr(rt('ct th('svst('m all.tinst p()rt
s(tns, r('strie t int('nr('t c()r'rrrr,( tiorr slralirrl; (lCS)

.trttl rr'.trrt tvht'rt nt'tv rrorlos joitr a \\'i-lii
r-()IlnCCti(11.

Can rnforet' c(!r.r'rp.lnv p()licir.'s t()r alltrryt'el
traffic, r,r'e[r .l((-('lis, (l.tta [rr()t('ati()n, dnd
.lPPlic.lti(nl c()ntr()1.

.\rlnrirristrators cnrl (l('[i!1(' tr.rflic sr'an rrPtiorrs
antl exclusions, sah('!lul(' rlt'lr aLr'r'ss uhilt'
[,hx-kirrt, or allrrrvirrll s[r('( ifi(- rr'('h.nt('l]rrrir's or
UIII,S,

Ctur Ii1',tr ra [,le claLr [.r'ott'r'tiorr rtr],.'s ..-atr tlt'littt'
F('r'nri:'si(nrs [or tho usc of !i]r('ailir .) pplic.rti()r'ls.

Ilas a tt't hntrltrgt' th.rt fot'usr.s on tlt'tcctitr1,,
nt'tu'r.rrk atLreks clcsignt.r.i tt, liaitr J('('(,ss [()

,.'nrl['trints thnru1,11 .t.t".iil, trr'lrtitlttcs, sut h as

l'lu tc-[trlt t' a lLteks. nctu rrrk r'r Ploits, lr.tssrvorcl
str..alcrs,,.lrir t-t t -rlou'r'tlo.ttl irtlt,r'tiott vt'r'tttrs,
l'rots, arrr.l I rr rjatrs

..\lltrrls kr plr.\'(,r1t s('nsiIivt, ,,iata lt,akalit, arrtl
nr.rll'.rre inlt,t tiorrs via t'rtcrrral tlt'r'ict's
attat lrt',,| t() ('n(lp()ints l-v aPllvinl, bl(rckinll
rult's arrel ('\ecpti()ns via plrliil t() n \'.)st r.lrlll('
o[ r-'lt'r'ir-c tr'Pes 1tr.1, as USI] flash rlrives,
Illut,trxrth tlt'r'iet's, Ct)/ t)\'t) Ill.r\ ('rs, st()rnllt
.lt'r ir t's, t'tr
I lris [rrtrtt't titrtr lar',.'r allrrrls t'ou to [.rovitl,.' Iull
rl isk t'nt rv titrtr orr t'ntl rir.tts

Can t'ncrt pt anel dr'cn 1.rt [.rtrrt anrl r1()rl-b()()t

vtrlu nlr's
C.trt stlrrt' 1111' 11'g1y11'1.1 kt.r.s trt.t.,.lr,,,l to utrlotk
l olumt's rtltcrt tlrt. us(.rs [t,r'l]t t thcir
p.rssr\'(lr(ls.

Ltilir(, (,\istinll \\'inrlrrrts Iiitl.,r'kcr arrtl \1.\('
()S filt'\'ault tratir r' ('r'l( r'\'l)li()r'r r!iIh
e r.'tr t t .r li ze rl rlt' Iovnrt'rrt .tr.trl ntatt.r -q('l'I1('l 

lI
Scr'uritr for [--rtlranr',r' pr()\'i!lcs .lr]tint.ll!\.lr(',
arrtisPall, anti-nlris11i111r, .tLr.hn'rr'rtt, ar.tti

.ont('11t iilt(,rint, st'arnk'sslv itrtt'1',ratr'tl rlith tlrr'
\liL trrsoit I:r,.lrattr',c St'n t'r ttr ('llsrrr('(r s('aur('
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_T
Illcssnllinli .ln\l a()ll.lb()ral.i()r'r ('nYir()r'lrll('nt . r!l
ilrcrr,ase pr(\(luctivit\'.

It [rrotccts Iirelrartlit' usors .rl](rinst tht' latt'st.
nr()st s(rplristi( nt('d n1.ll\\'.rr(' .rnrl all.ritrst
.lttcmFt5 trr stt.al us(,rs ( ()rlii(l('r.tl.ial artd
valuablc tla ta.

Ilrt' r\pplicatitrn (i)ntr()l tt'lr)(iul(' pr('\'('llts
m.rl\r'.lr(, arrr.l ze ro-clat .ttt.r( ks .ln(l ('nh(tn( e:i

s('(urit| r\'ith()ut inrpal-1i1t Protlu,,'tir itr.

Ilnkrrct's flcriblr nppli..rti()n rr'hitt,listing

frrlicies th.tt irlentilr' .m(l l)r'('\'crlt tlrt'
installatit,rr a nti (,\(\ utioll ()f unr,vantcd,

tiorts.

Sr.l1,11q1'1. [,rrth " l)L'1.ru lt
" BLrL klistin1,,"

S.rrrel[.'or .\nalvzt'r that [rrovitlcs .l ]r()rlt'rlul
l.rr.t,r oi Prott'r. tir)n .rll.rinst n(l\'.I'la('(l thrtats [rr'
pr'rf()rnring autonratic, in-,.lcpth .r!t.rlvsis oI
susPi(i()us filrs nrrt sitlrl('(l Ir\' . t tinr.l lu'.t r('

s \ (,t.
.T-l.rt' 

sanrlhox ('rnpl(\\'s .)n c\t('nl'ivo s('t ()[

tt'ehnokr11it,s ttr t'tr..cutt' pnvl().r(ls itr a r'otrtaittr'rl
viltual r'rtv irrrn nl(.n t Ir()st('(l [rr, .r srrlutirrrr trt'
tlt'plqr1'1.1 k,callr', analvzt tht'ir lrt'h.rvior, antl
fcport nnV subtl(, svst('m al]nr'rll('ri irldi(.lti\'(' ()f

rll.rliei()us intr.nt.
Santlbor ,,\rralVzt,r usr's s!'ns()rs k) !let()nat('
(-()nt()nt fr()m nl.rn.tll('(l r'r'ldP(ri11t\, rl('ttl'(rrk
tlaffic strcanrs, c('ntr.rlirell (lunr.lrltiIl(', (lnd
lCr\l'scrvcrs.

.'\ P 1.r 
l ic.1 t i1r 11

Crrrttrtrl

rrntnr\tt(i, L,r rrrali,. ir,rrs aIl.rlrr,r

[)t,nr'" art,,l

Sarr,.ltror
..\na lr 2,.'r

I lv pcrr, isrrr
\ It,rntrrr
Irrtrtrslrt,c t it rtt

.\utOnratie sulrnlissi()r) o[ susPit-irrus [ilt's frr,tn
L'rrr.lPoilrts trr .t c lt ru cl-lr.rso(l snnLlbo\ [()r
,,lt,ttrnatiorr arrrl lrt'lr.rvioraI arul\ sis

. \llrrrls nrartual tlt'tonatirrrr rrI susPit-ious Iilt's itr
ll.rt. San,.ihrr r\na Ivzt'r
I I\'l 1.r11r1e.-15 

(l<rt.t ((,rtt('t'\ rrith.r hir',h tlensitr'
oi r,'irtual rnachinr's
s(rph isti(.r t('d thrr.ats
('r'l gin(,:' a.lrlll()t (l('li\r t.

.r1',air.rst .rr-lvanr't'tl arrtl
that sirltr.t tu rt-['asr'tl

I t errforet's stron;', isola tirm, t'nsu rirrli r,.'a l-ti mt'
tlt,ttt-tirxr of the attat.ks, l.rlor.kinl,, tlrt,nr as tlrt v
ha1.rp1'n, .,,r.1 inr rnt'rl i.r tt'lv rt,nrovinli tht'
thr('n ts.

IIVI lras intimatL' krt()u l('rllI' of [.rrrth ust'r-
rntrelt' anrl k('rn(.1- r)l( )(l(, itr-llttt'st ltrt'nron. I.lrt'
rt'sult is th.it llVI h.rs (()n1[ It,tr'insir',ht irt

fulltrrntt.rt.u(,\t r.ll(!nl()r'\' .rnrl, th('r(.ioro,
kt



I uttrs ol- Il.tli.,ranr,-c

l-li,rrr Licr'lsr, of l.niytittt l'rolt ttiotr (.'lrrti-I ilrrs)
l',r11e 8

-r-
I lYl i,.lL'ntilirs .rttn('k t('('hniqu('s r.rfh('r'
.rtLr(k Fntt('nrs. Ihis u'ar', tht' tr'r'lrnrrloliv
itlt,rttiir, r('Port, .lltc,l llt('\'ctrt (()Il'l

th .l tr

( rlll

Il l( )t')

I,,itation t('( hrliLlu('s
.l 

he kr.rn(.1 is |rLrttt-tt'rl .r8.rir'tst r(\ttkit hrrrkitrg,
tcchrritlur's usc,,l tlurirrll thL.attar-L kill chairr to

Provirlt stL'.lltlt.

User-ntrtrle [rr()e(]ss('s arr' Prott'r'tt'rl at]aitrst
t-otlt' injcetion, [urretion r.lr'tourin11, .tnrl coelr.'

('\('cuti()n irom sLrck rrr ltt'ap.

.-\ rtctllork securitv s(tluti()n tl't.rt ntrnl\l('s
ll'FlX tralIic str('.'u'r'rt i()r thL, 1.rrt'sr.nee rrl
nl.lli( i()us [r0har ior .rrrel m.rlrr'.rro.

I)rr'r r'nt nralrr'.rr(' irtloati(n]s [r\'
inttrrurrtl traffic ( \'i.r s.rtt\lh(l\,
ntrti'irus, .rltl srr on).

[:rrcuses trtt n](rnit()rinll rtutlTottttrl ttr'ttltrtk
traflir trrr nr.rli('i()u:i ht'haviot.
lical-ti nrr' pr()tccti( !r'r [rrr It'atl i rr1', f i lo-sharirr1,,

.tttti t-tt'trltrtk-strrr.t svst('t't'ts

Sr str.,rn and thrt'.r t-rlt'tr[tirrn nltSrnthnl
u l.rlll d!l(.s happcn a u trrma ti(it ll\' ()r 1\'ith()ut
rr.'tluirinli anr t'fftrrt ftt,ttt .rn .t!lntittistr.lt()r ()r

ar('.rting disruptions for t'nrl-ust'rs.
J)rtrritlt.s atrtim.tlrvart' s(rrvir-('is t() \t'trr.trrk-
,\tLrehcrl Skrralir' (\..\5) tlt'r'ir't's atrcl lilc-
sh.llinll s\'st('nrs c0rrtPli.rnt rvith Ihc Intertrt't
Crrrrtcrrt r\tlaPtatiotr l'rotoeol (l('.\[', as tlcfirrt',.I
in IltiC l5()7).

Unilir's e ntcrPri:,i(-rli(l(' st't'uritt rlith
nratragt'tnl'nt anri conrpli.rn( (' ('()rltr()l ()i
il'lror.rc, i[)ael, arrtl .\ntlroi,,l ,.lt'r'it t's lrr
plrrr ir.linll r't lia[tlt' soitu'.trc atrtl u]r('l.lt('

tlistli[''u tiorr vi.r ;\pp]1' ()r ,\rr,,lrt,i.l

Nt'tu ork I r.r[fir-
St'ru l itr'
An.rlvsis

S,r.eu ritv for
Stora1,,r

S('( u ritv lor
rtti,l.ilL'

Itrt itlt trt
I(t'irtr;1i111i

itrs1tr'( 1111r,,

Iir,,rr alls,

ttta rLc[|l.tt t's.

[:n[,.rrecs us.l8c ]!()lici('s crr trsistt'tr t lI trrr .rll
P()r't.llrl(' tlt'r.ices. Sccuritr' [t'.rturt's inclu,.lt'
sert'r'tt lttk, nuth('11ti('.rti()tl (1)tltr()1, Ll('\'i(e
Iocatirrrr, r(,nr()t(' rviP(', dt'tt'r-tiotr trI totttt'd trr
laill,rokr'n (l('\ ir('s,.ltLl s(\'ttrit\ pr(tlil('s

- ()n .\trtlroiel rlr:r'it-t's, tlre st'curitl lt'r't'l is

onhanet'el n'ith rt'.rl-tinrt' s(ilntlirlll atrel

re mtrr able r:r('di.r onarvptirur. .'\s a Lt'sull,
ttrrrtrih' tlt'r'ict's arr' cotrtrollr'tl, .rtrtl selrsitivt'
lrusinesr infornratiorr rr.'si,.lirt1i on thttn is

rotcr t t',,1

Crttttcs atr itreitlt'nt nrnP thilt visu.llir('s ('\'('nts

rt'latr.'cl to a susIrit-ious ]rr()('('s,i t(1 halP tri.lli('
inr irlt'uts



I cnus o.l llrli,rauct
'l-Yctr Lit'rrst of l ulpttirl I'rotct'lirtu (.lnti-l'inrl,)

Patch
\ I.r rr a gt'nrt'n t

I t.t tt'liratit'n

I:ullr irrttllratctl [.att-h nra ttal]('nt('u t kccFs
()[r('r.ltillt] sYstcnrs ancl softr|art' aPPlil2[i1r;15
u p t() d.ltc .tnd prtrl i,,lt's a (-()nrprclr('nsi\'(' \'i('u'
of tlrc natch stafus for manarrt'cl t'ndrxrints.
Ft'atures inclutlc on-d('mand / sr-lrctlulrtl patch
seannillg, .rutomali('/manu.rl p.rtching, or

rs nrl(l pr'()(lttrts
nrisr,inU f att h rr'po11111g.

Su1.rP1r11 rr.ith LliIf('rrnt r'rn(l(t
ttt lrL's

r\llon's thc solutior.r trr sc.rlo rtith t'.tst' antl
st'r'Lu t' rrn\. nu mb('r oi svst('nrs. lt can [',t,

trrrriil;urr'cl usirrl', nlu I tiFl(. r' i rt ua I a 1.rp1i.111r15
arrtl irrsLrnr't's rrI spt'r-ific lolt's ([)atalrast',
Cornnrunic.rtion 5t'r', t.r, Upr.latt' St'lvt'r, antl
\\'t'[r Console) to ('nsur(' rrlint.rilit\' .rn(l
sr a labilitr'.

It earr l-rc importetl t() rull ()r'r.rnv virh:alization

[.lat[rrrnr, inclurlirrp', \'\Irvarr', C itrir, \lir. rrrsrrIt
I lvpr'r-\', \uLtuir l'risnr, atrtl \lir't-osoil ,\zutr'.

It eal ['t, r)ra1.rll('(l irtrtl a si11',lq p()itlt ()l

m.ul.rll(,m(,nt. I his pr()\'i!l('s t'asiel
tll.llt.ttl('lr('ltt .tn!l .t(-r'('ss to 0lr'r'.tll st,turilr
p()sture, glotr.rl sccuritv throats, .rncl tontrol
(J\'('r .lll s('aurit\ nr(xlul('s pr'()t(,atiItl' r'irtual or

.l1lrl ri..rl tlt'rkttrps, \r'r\ r'r\. .rrlLl tt.trrl.rilt' rlL'r it t's
[)r'nanric \lachirrt' l-c.rrnirr1l:

. ,.\lgorithms tr.rirrt.rl in UIll- filtr'ring arrtl lile
arralr sis ()rr 50()\1 r'nrlpr rilt t-st'rt sots.

o lrillitrns ol sampk's elrlivr'r trr[r oflicacv
rli tlt lt rrt l.tlso rs it tvcs

Su111r1r11 rlifft'rt'nt ]rla tforrls, inclurlinl',
\\'irrrlor.r's, \lae, [-inur, \\'irrtlou s !i'n t'r,
,.\rrelrtrir.l, antl i(Ii.

l'las st'itmlcss irrt('grati()rt rr'itlr tlre t.r.istir.r1l n(.tu'()rk
nr.rn.rg(,m('nI svstt'nr o[ ()SC.

Contrtrl Ct,rrtt'r t.rn lrt' intrllratt',.I rr.ith thc
r.x istin g svstcm n1.r nn g('ntont .rrrtl nroni tOrirrl,,

svst(,nls ltr rnakt'it sirrtplt' t(r .rppl\ prott,r'tirrrr
to u rt nt.r rtal,,t'cl rlorksLrtiorts aukrnraticallr',
:'('r\'(.rs, ()r mobilt' rlt,r'i<'t,s th.rt appq'.r1 q111 111g

\Iicrtrsoit ..\t tivt' I)irL',. ton', \'\Ir.r'.trr. \'(-('r'tt(,r,
\utarrir [)r'isnr Ijlt'nrt'nt or Citrir \t.nSt,rr t,r, Lrr

th.lt .rru detect('(l irr tht' nt'trr orl,
solution nrusI havt,.tnt. trltt (2) ct'rti[it-.rtioIrs ol
[ollorliI.t11:
. SOC'2 l r'Pt' Con1pli.l111
. ISO glx)l Qualitr' \lanagt'nr('ltt S\',it('nls
JSO 270()l ltriornr.rtiorr S(\'urit\' \lanagt'nrt,trt

l',t1;t' 9

'I t'chnoltl;r

()5 \upp()rt

('cltifieatiorr
arrel

Ilc( ()llniti()rl

lltr'
t l.tt,



I r,ttus o.[ Rt.fi,ram'c
l-l'r:u l.itttrst, tt.l Lndpoitt Itll.ttt'ctittn (tlrrti-l irus)

lir13, 10

I)t'pl1r1 ;11,',t1

\lust h,rlt, h(\,n r'('(1)1Ili/(,(l ar.tr,i ,rrrartlt'tl lrr tlrr'
ItrlJr rrr in1,,:

. l ()n c\t(,r'

. It.lLli(-.1ti (,r()r-r ll

. .\\'- I l:51 lnstitrrtr'
e .\\'-(i'pr['.yalir,,s
. ( l{\ Irr lr lntror atrrr ..\rvartl
r \ lli( , [:llit.rs

\ll I Iilr .\ I I&(-K Iir aluatir,n

I)t'Plo1 .\11111 [iL'rttotr'lr tht u ,\t tir t' [)irr't ltur

I)t'ploi 1tt",t1 via L Rl. l-ink antl (.ln hL'(listribut(.(l
tllru ( (trp(rrnt(' (,m.lil notiIi(il ti()r'r.

Dt'plo)' Agent using 3.t !art) applir atirm/ ttxrl.

Dt'plov Agent thru distrihutiolr of copit's using an,r'

mcdium (likr: USB drivt, CD, t'tt.)

Dcplov i\gcnt througlr sharingi thc dolrrrlrrar,lctl
file in tht c(lrp()rat(' ()n-pr('mis(.s rop()sitorv to
av()id using rorp()rart(' intcrn('t b.rneln icltl.r.
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